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EVTMS - INSTRUCTIONS TO LOGIN
Revised: 22-Dec-2011

1. Select the LOGIN button from the EVTMS web site
(http://www.pancanal.com/eng/op/index.html ). This will connect your browser to a
VPN gateway where the EVTMS application is published. The following screen will
be displayed to install a small VPN client active X control. Follow the instructions to
install the active X control. It’s necessary that the user logged in the computer have
rights to install software.
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€ Installation - Windows Internet Explorer [=]&]

@\_) - |§‘ https://vpnl.pancanal.com/CAC - % ‘ =) ‘ "}‘ X

-‘l cisco asa activation key
57 Favorites | 515 [#] Save Cart -- HP's Small 8... T\ Active Directory Certificat... @ E-Learning Home

E2 - | @Mnst.. X ik AnyCo.. @ Ciscos... | » fi ~ B v = @ v Pagev Safety~ Tools~ @

'@' This website wants to run the following add-on: 'AnyConnect Secure Mobility Client’ from 'Cisco Systems, Inc.', If you trust
the website and the add-on and want to allow it to run, click here...

alal Cisco Secure Desktop
Cisco
& weblLaunch Using ActiveX for Installation
Please look at the top of your browser for the -
_ Platform information bar:
Detection
- ActiveX

m

Information Bar Help

To proceed with set up, select "Install Activex
Control". If vou are an administrator of this

2. When the following message appears click on “Yes” and the installation will initiate.

@ User Account Control x|

] Do you want to allow the following program to make changes to this
=/ computer?

@ Program name:  AnyConnect Secure Mobility Client
Verified publisher: Cisco Systems, Inc.
File origin; Downloaded from the Internet

j Show details Mo |

Change when these notifications appear

3. Click on “Allow” in the next window.

Internet Explorer Security @

@ A website wants to open web content using this
/ program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Mame: AnyConnect Secure Mobility Client
Publisher:  Cisco Systems, Inc.

|| Do not show me the warning for this program again

Don't allow

() Details
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4. When the following Login window is displayed, select the group “IDMS” and enter
the username and password. (you have up to five attempts before the account will be
locked) This will log you onto the IDMS system from which you will access

EVTMS.

Please enter your username and password.

GROUP: IDMS -

username [ ]
PassworD:[ ]

Note: please remember to install the previously sent digital certificate, so your computer
will recognize the ACP VPN, therefore, no other security warning window is displayed.

5. Click on “Continue” in the next screen.

6. In the next Window, under WEB Applications, select the option “IDMS”:

ATENCION Il USTED SE ESTA
CONECTANDO A LA RED DE USO PRIVADO
DE LA AUTORIDAD DEL CANAL DE PANAMA.
EL ACCESQ NO AUTORIZADO A ESTA SERA
PENALIZADO DE ACUERDO AL
REGLAMENTO INTERNO DE LAACP Y ALAS
LEYES VIGENTES EN LA REPUBLICA DE
PANAMA

Cancel Continue

57"}-' CANAL DE PANAMA ACP - SSL VPN Service

E -

@, Web Applications

Logout ﬂ

Web Applications Web Applications Requirements and

IDMS Recommendations

CSMS/EVTMS
Cookies and JavaScript must be enabled on your
browser.

Your VPN session provides access only to the
corporate resources that your administrator has
previously configured for your use.

We recommend that you add the security
appliance to the list of trusted sites, as follows:

1. Choose Intemet Options. To do so, use
either of the following methods:
o Choose Start > (Settings >)
Control Panel > Internet Options
o Open Internet Explorer and choose
Tools > Internet Options.
2. Click the Security tab.
A +.
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For users with Windows 7 and IE 8, in the following screen, select “yes”, then select
“Run” and click “Always trust content from this publisher” (from:
https://vpnl.pancanal.com) on the Security Information warning screen, then select

“Yes” to allow your data to pass through the VPN.

@ User Account Control

] Do you want to allow the following program to make changes to this

=/ computer?

@ Prograr name:  Cisca SSL WPN Relay
verified publisher: Cisco Systems, Inc
File origin: Downloaded from the Inkernet

j Show details fes | Mo I

Change when these notifications appear

Security Information ==
The application's digital signature has been verified. «
Do you want to run the application? =2

Mame:  SSLVPNRelayApplet
Publisher: Cisco Systems, Inc
From: htps:/fvpn1.pancanal.com

Always trust content from this publisher.

ur personal information =t risk, The publisher’s identity has been ‘More Information...

6 This appiication vaill run wiith unrestricted access which may put
yo
verified. Run this application oniy if you trust the publisher.

vpnl.pancanal.com

i =~ b Do you want to allow your data te pass threugh vpnl pancanal.com?
W Click Yes if you know about this site. Click No otherwise.

8. Then the following screen is displayed. Please enter the same username and

password used to login in step 4.
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9. The first time you enter, your browser will block the IDMS application Pop-up; and
the following screen is displayed. In this screen select the option “Always Allow
Pop-ups from this site”.

¢ Favari ites (& AP - Customer Service Management System | | f-’} '
57 Pap-up blacked. To s

e this pop-up or additional aptions click here.,

e

low Pop-ups
0p-Ups from This Stte...

Acryy Panama Canal Autharity Settings

a3 Wk
a

L% Information Bar Help

Username: [ACPSUP_FAIS

10. Thereafter, select “yes” in the following screen.

Allow pop-ups from this site? ll

= Wwialld wou like to allow pop-ups from 'idms. canal.acp'™?

11. The system then prompts you to enter your user and password again (this is only
needed the first time, you have up to tree attempts before the account will be locked)

Login I}

Username: |ACPSUP_FAIS
Passwory 0 [essssses
Sign In &

12. The first time you log-in, the system shall also request to change your password. In
order to do so, on the following screen enter the Reference number (printed in the
email sent to you when your account and password were created), new password and
confirm new password. The new password must be a minimum of 10 characters for
administrators and 8 characters for other users, and must contain 3 of the following
security rules:

Uppercase characters
Lowercase characters
Numeric digits

Special characters (3, #, etc.)

oo o

NOTE: The password entered must NOT include the user_name.

e B

LY
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13. Thereafter, in the following screen, select “EVTMS” and click “Go”.

welcome Qs
ISE'EEt I

Select System to Access: |EVTMS A

14. The first time the EVTMS application is selected it will prompt you to run a Java
Add-on. Click on the security warning banner and select “Run Add-on”.

| https:/fidms. canal.acpfIDMS fidms/pages home/master jsf

P < 13
1y Y o TV T T AL ETEE ) I — User: ACPSUP_FAIS f Campany: ACP
e =10l |
ACP" Panama Canal Au [~
€ | http:/farcoiris canal. acp: 8166/ formsjfrmservlet?config=S508ntherparams=PLS=eChn1$$_mas_$$DEfEzt | b
=% LR T 1@ This websits wants ta run the following add-on: *Java(TM) SE Runtime Environment & Updats 26' from 'Sun - X
Run Add-on

" Microsystems, Inc., TF you trust the website and the add-on and want t alow it b run, click here. .
Run Add-an on Al Websites
Welcome e e R
Information Bar Help
Foee _

Note: Java version 6 update 22 minimum required and Adobe Acrobat Reader version
7 minimum is required for the reports.

15. Thereafter, in the following screen click the “Run” button to run the ActiveX control.

Internet Explorer - Security Warning il

Do you want to run this ActiveX control?

Mame: JavalTM) SE Runtime Environment & Update 26

Publisher: Sun Microsystems, Inc.

Don't Run

l--'“\ This Activel control was previously added to wour computer when vou installed
@ another pragram, or when Windows was installed. You should only run it if you
trust the publisher and the website requesting it, Ywhat's khe risk?

16. Thereafter, in the following screen accept the security warning about the digital
signature for the application by checking the box marked “Always trust content from

the publisher” (From: http://arcoiris.canal.acp:8166) and click the “Run” button.
(only needed the first time)

zl
The application’s digital signature cannot be verified.
[ﬁ)o you want to run the application?

Name: oracle.forms. engine. Main
Publisher: UNKNOWN

From: http:ffarcoiris.canal . acp: 8166

¥ &baays trusk content From Ehis publisher,

Cancel

—— This application will run with unrestricted access which may put
W ywour personal information at visk, Run this application only iF you

More Information...
trust the publisher,
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17. Thereafter, the EVTMS application main page will be displayed and you may use the
system as normally. Note that with this new connection you will only be able to use
EVTMS. Other Internet access via the same browser will not be available.

B evT™Ms: [ACPSUP_FAIS@OCU]

Action ETABooking, Admeasurement  Financial Management. Security. CPC/Safety. Resources MTC Loy, System Administration  Inguiry/Reports  Help Window:

);__E EVTMS: Main Menu (TMOO1FM)

ssellrathic
TOEnenti
Systemn

o ot T

18. To properly exit the EVTMS application you need to also exit the IDMS system and
then the VPN connection. First in EVTMS select, Action, Exit.

E¥TMS: [ACPSUP_FAIS@OCU]

EXe (LW ETA/Booking Admeasurement Financial Menagement Security. CPC/Safety. Resources MTC Loy System Administration. Inquiry/Reports  Help Window

Change User

Change Password

Open a New EVTMS Session
Additional Connections
Notifications

Exit

19. Thereafter, in the next screen (IDMS system) click on the “Logout” button (the
mouse cursor will change to a hand icon when over the word “Logout”). Accept the
prompt to logout that appears by clicking “OK”.
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/2 ACP - windows Internet Explorer
£ | https: ffidms.canal. acp/IDMSidmspages/home/master . js

Welcome

I gBIBEE
Select System to Access: |EVTMS -

20. An information screen will display showing that the session was properly closed. This
can then be closed by clicking the “X” button in the upper right corner.

/2 aCP - Windows Internet Explorer o ] |
|§, https: ifidms . canal, acpfIDMS fidms/pagesylogin/endingSession. jsp @
afe

%0
@ The session has finighed successfully.
—
rl_l_’_mle Internet | Protected Mode: Cn |\;5‘i - | 00 - 5

21. Thereafter, on the next screen close theVVPN connection by clicking on the Logout
link in the upper right of the screen.

/2 https://vpni.pancanal.com, +CSCOE-+/portalhtml - Windows Internet Explorer _1=] x|

@? [ hetps:/venit pancanlcam/+ C5COEpertal, il jlil 41| %] [=ens pl-

Fle Edit Wiew Favorites Tools  Help

L Favorites 88' .| *3 coogle | @hitps:fivent.pancanal.c... X | | - < [ rmh v Page~ Sefety~ Took~ (@~

% CANAL DE PANAMA  ACP - SSL VPN Service

5 @; ek Apnlications Looout

web applications Web Applications Requirements and Recommendations

IDME
* CSMS/EVTMS Cookies and JavaScript must be enabled on your browser,

22. Thereafter, a Logout message will be displayed with a button to Logon again if
desired. Otherwise, you may close the browser to finish the session. Your browser
can now be used to access other Internet sites.

Goodhye.

Faryour owh security, please:

e Clearthe browser's cache

» [Delete any downloaded files
s Close the browser's window

Logon |




