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1. Select the LOGIN button from the CSMS web site
(http://www.pancanal.com/eng/op/index.html ). When the following Windows is
displayed, enter the username and password.

Pleaze enter your username and password.

GROUP CSMS i

Note: please remember to install the previously sent certificate, so your computer will
recognize the ACP VPN, therefore, no other security window is displayed.

2. Click on “Continue” in the next screen.

ATEMCION Il USTED SE ESTA
CONECTANDO A LARED DE USO PRIMADO
DE LA AUTORIDAD DEL CANAL DE PANAMA,
EL ACCESO NOAUTORIZADO A ESTA SERA
PENALIZADO DE ACUERDO AL
REGLAMENTO INTERNO DE LA ACP ¥ A LAS
LEYES VIGENTES EM LA REPUBLICADE
PANANA

3. In the next Window, select under WEB Applications, the option “CSMS”’:

14(3P7~r3 ACP - SSL VPN Service
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web applications web applications Requirements and Recommendations

Cookies and Javascript must be enabled on your browser.

Your VPN session provides access only to the corporate
resources that your administrator has previously configured
for your use.

we recommend that vou add the security appliance to the
list of trusted sites, as follows:
1. Choose Internet Options. To do so, use either of the
following methods:
o Choose Start = (Settings =) Control Panel >
Internet Options.
© Open Internet Explorer and choose Tools >
nternet Options.

. Click the Security tab

. Click the Trusted sites icon, then click the Sites button

below,

4. Using the https:// prefix, type the host name or IP
address of the sscurity appliance in Trusted Sites
window. To maximize connectivity, use 3 wildcard such
as https: 4 yourcompany.com.

5. Click add

6. Click OK

7. Click OK on the Security tab.

wh

To Access a web Application
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4. For users with Windows 7 and IE 8 thereafter, in the following screen, select “yes”

@ user Account Contral x|

ﬁ'] Do you want to allow the following program to make changes to this

\e/ computer?

@ Program name:  Cisco 550 WP Relay
verified publisher: Cisco Systems, Inc
File origin: Downloaded from the Internet

j Show details es

Change when these notifications appear

5. Then the following screen is displayed. Please enter the username and password
given.

Login
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6. The first time you enter, your browser will block the CSMS application; therefore, the
following screen is displayed. In this screen select the option “Always Allow Pop-
ups from this site”.
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7. Thereafter, select “yes” in the following screen.

Allow pop-ups from this site?

m Would you lke ta allow pop-ups from 'idms.canal.acp'?

8. Enter you user and password.

Login

9. The first time you logged-in, the system shall request to change your password. In
order to do so, you shall enter the Reference number (printed in the document sent by
the system), new password and confirm new password in the following screen. The
new password shall be a minimum of 10 characters for administrators and 8
characters for other users, and shall contain 3 of the following security rules:

Uppercases (at least 1)

Smallcases

Numeric digits (at least 1)

Special characters ($, #, etc. at least 1)

o0 o

NOTE: The password entered shall not include the user_name.

10. Thereafter, in the following screen, select “CSMS External”

welcome o=

ﬁ’%

Select System to Access: | EIEZTSIN v |

11. For users with IE8 is required to enable each time you get to the main page of CSMS
the compatibility mode for Internet Explorer in order to display correctly the screens.

ACP - Windows Internet Explorer

https: | fcsmspre.canal.acp/CSMS fsms p:
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