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I certified receipt of one or more digital certificates and the corresponding private and public key pairs to be used exclusively for the Automated Data Collection System (ADCS) of the Panama Canal Authority.  A private key allows me to sign electronic documents involved in the booking operation to transit the Panama Canal or to protect and encrypt information related to it.  A digital certificate allows other people involved in this operation to confirm my identity by electronic means and to validate any digital signature I have created.


SECTION A: Acknowledgement of Responsibilities

I will comply with the following obligations:

· I have requested one or more digital certificates and corresponding key pairs to be used on the Automated Data Collection System (ADCS);

· I agree that all information contained in the certificates provided to me is accurate;

· I will provide some form of unique identification document that includes a photograph of myself to ADCS Digital Certificate issuance official to collect my certificate.  The accepted documents are:

· ACP employees: ACP Identification Card that includes IP Number

· Panamanian citizens: Panamanian id card (cédula) or passport

· Any other entity: national passport;

· I will use my key pairs and certificates only for ACP official purposes;

· I will protect any private key with a password that will not be disclosed to anyone and provide the hardware token where is stored to no one;

· I understand that if I received a key pair for encryption/decryption purposes, a copy will be provided to the key recovery database in case they need to be recovered;

· I will report any compromise (e.g. loss of hardware token, suspected or known unauthorized use, misplacement, robbery, etc.) of my password or hardware token to the Traffic Management Division, Marine Traffic Control Unit (MRTM) at 272-5554 or edcs_registration@pancanal.com;
· I approve the publication of my digital certificates to the ADCS certificate repository;

· I understand that this agreement will become effective on the date that appears at the bottom of this form, under the box named DATE.


SECTION B: Details of Hardware Device
I have received one hardware token to store and protect the digital certificate and corresponding private keys with the following specifications:

Type: USB Token 
Color: Purple

Brand:  Rainbow
Model: iKey 2032

Serial Number: 

     

SECTION C: Acceptance of Terms

I understand and accept the terms stated on this ADCS Digital Certificate User Agreement. 

     
     
First Name




Last Name

     
     
Unique Identification Card Number

Customer/Agency/ACP Unit Name
(ACP ID Card, Cédula or Passport) 


______________________________________
     
Signature




DATE (mm/dd/yy)

340 (OPT) 
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